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Abstract: A method used to hide the textual information in an
audio file is called audio steganography. In audio steganography,
encoding process is carried out through inactive frames of low bit
rate audio streams by performing iLBC (internet Low Bit rate
Codec). This paper describes the methodology that be used in
applications such as VolP (Voice Over Internet Protocol),
streaming audio, archival and messaging. Traditionally, data
encoding is carried out in the inactive frames rather than the
active frame of streams; that is inactive frame has large
embedding capacity. In addition VAD (Voice Activity Detection)
algorithm is used for detecting inactive frames. In this technique
the audio file is first sampled and then the appropriate bit of each
alternate sample is altered by embedding the textual information.
Lastly to enhance security in steganography PCC (Parabolic
Curve Cryptography) algorithm is introduced.
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1. Introduction

Steganography, coming from the Greek words stegos,
meaning roof or covered and graphia which means writing. It is
the art and science of hiding the fact that communication is
taking place. Using the steganography, we can embed a secret
message inside a piece of unsuspicious information and send it
without anyone knowing of the existence of the secret message.
Steganography and cryptography are closely related.
Cryptography scrambles messages so they cannot be
understood. Steganography on the other hand, will hide the
message so there is no knowledge of the existence of the
message in the first place. Varieties of techniques for
embedding information in digital audio have been established.
Least Significant Bit (LSB) technique is one of the simplest
approach for secure data transfer. To hide text information
within the audio file, we propose an approach that uses two LSB
layers of the host file. The data hiding is done by minimum
modification to the host file, which implies that changes of host
audio file do not impact the Human Auditory System (HAS).
The proposed approach is also robust with respect to the errors,
occurred during embedding of text in the audio files, as
minimum modifications are performed on the original host
audio. Steganography is the art or practice of concealing a
message, image, or file within another message, image, or file.
Cryptography (hidden, secret"; and "writing", or "study",

respectively) is the practice and study of techniques for secure
communication in the presence of third parties. The rest of this
paper is organized as follows. Section Il summarizes some
related work, discussing the possibility of data hiding and
transmission using Voice over Internet Protocol (VolP). In
Section 111, the principal of the steganography algorithm for
embedding data in the inactive audio frames is analyzed. Our
proposed steganography algorithm is presented in Section IV.
Section V details the scope. Implementation predicting
performance evaluation results are shown in Section VI.
Finally, the paper ends with performance analysis in Section
VI1I and conclusion under Section VIII.

2. Related work

A steganography system, in general, is expected to meet three
key requirements, namely, imperceptibility of embedding,
accurate recovery of embedded information, and large payload.
Steganography process does not modify the content of data
rather it hides only the data. The aim of steganography is to hide
the information in an undetectable manner such that
information hidden cannot be predicated other than the receiver
[1]. Audio steganography is the practice of hiding the message
into another medium such as hiding the information into the
audio file. The confidential information is hidden in an audio.
Though information is hidden, the perception of an audio does
not change; hence the intruders can never find that data is
hidden. The basic model of audio steganography consists of
cover file, data which we need to hide, stego key. Parameter, of
the basic model is shown in the Fig.1. The term cover file refers
to the medium that require hiding the data into audio. Message
that has to be hidden are in various forms like video, audio,
images. Secret information is embedded into the cover message
by the secret key called stego key. Stego file is a collective term
for cover file with secret information [2].Communication
protocol like VolIP streams are used for broadcasting voice
communication over the internet. This process involves the
conversation of voice signal into appropriate digital signal [3].
VolIP is a protocol in which Internet is used as the transmission
medium for telephone calls by sending voice data in the form
of packets. The main challenge faced in such technology is
security, as VolP stream acts as the most essential cover object
for steganography. Another challenge regarding the field of
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data hiding is the digital steganography in low bit rate audio
codec [4].
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Fig. 1. Audio Steganography Basic Model

3. Principal of steganography in inactive frames

A. Introducing voice activity detection (VAD)

The voice activity detection (VAD) algorithm is used to find,
whether the current audio frame is an active frame by
comparing the energy (Enr) and threshold (Thr) using the
equation (1). If VAD=0 means the frame is an inactive voice;
else, the frame is an active voice is illustrated in the Fig.2. The
VAD algorithm is trained for a small period by a prerecorded
sample that contains only background noise.

1, Enr >Thr
VAD = 1)
0, Enr <Thr

B. VAD algorithm

In general, network bandwidth in some source codecs
introduces silence compression during the inactive period of
audio streams. When the silence is enabled, RTP data is not
sent, which conserves bandwidth. When the silence is disabled,
RTP send data stream to the port, even if there is no actual
digitized speech. VAD algorithm is used in real-time systems
because of low complexity [5]. The characteristics are
simplicity and robustness. Low SNR (Signal to Noise Ratio)
environments are obtained. Detecting speech is a critical
problem in many audio applications including speech coding,
speech recognition, speech enhancement, and audio indexing.
VAD is also useful in VolIP, where the required accuracy of
detection needed is less stringent. [6].

C. iLBC algorithm

Internet Low Bit Rate Codec (iLBC) referred to a royalty free
speech codec. ILBC is designed mainly for encoding and
decoding speech for transmission via VVolIP (Voice over Internet
Protocol). Controlled response is necessary for packet loss,
delay and jitter. Generally, iLBC can be easily implemented in
Packet Loss Correction (PLC) system [7]. Compression usually
reduces the bandwidth requirements for these applications.
VolP'is implemented in the User Datagram Protocol (UDP) for
better efficiency, thus exposing any unreliability of underlying
network protocol to the user's program. Packet loss correction

is needed to be maintained for voice quality over lossy
networks, iLBC is mainly designed for compression of speech
that is transmitted over the Internet [8].
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Fig. 2. Flow chart of steganography in inactive and active frames

Active
Frames

\

4. Comparison of existing methods

A. Least significant bit (LSB) coding

One of the earliest techniques studied in the information
hiding of digital audio (as well as other media types) is LSB
coding. In this technique LSB of binary sequence of each
sample of digitized audio file is replaced with binary equivalent
of secret message.

B. Parity coding

Instead of breaking a signal down into individual samples,
the parity coding method breaks a signal down into separate
regions of samples and encodes each bit from the secret
message in a sample region's parity bit. If the parity bit of a
selected region does not match the secret bit to be encoded, the
process flips the LSB of one of the samples in the region.
Advantage: The sender has more of a choice in encoding the
secret bit, and the signal can be changed in a more unobtrusive
manner. Disadvantage: This method like LSB coding is not
robust in nature.

C. Phase coding

Phase coding relies on the fact that the phase components of
sound are not as perceptible to the human ear as noise is. It
“works by substituting the phase of an initial audio segment
with a reference phase that represents the data. The phase of
subsequent segments is then adjusted in order to preserve the
relative phase between segments”. Disadvantage: It is a
complex method and has low data transmission rate.

D. Spread spectrum (SS)
It attempts to spread out the encoded data across the available
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frequencies as much as possible. This is analogous to a system
using an implementation of the LSB coding that randomly
spreads the message bits over the entire sound file. However,
unlike LSB coding, the SS method spreads the secret message
over the sound file's frequency spectrum, using a code that is
independent of the actual signal. As a result, the final signal
occupies a bandwidth in excess of what is actually required for
transmission. Advantage: It offers moderate data transmission
rate while maintaining a high level of robustness. Disadvantage:
It can introduce noise into a sound file.

E. Echo data hiding

Text can be embedded in audio data by introducing an echo
to the original signal. The data is then hidden by varying three
parameters of the echo: initial amplitude, decay rate, and offset.
If only one echo is produced from the original signal, then only
one bit of information could be encoded.

5. Experimental methods

A. Existing method

In [9] the secret message and carrier files are taken as audio
files. Before performing the embedding process the secret
message is encrypted using a private key cryptography. Then
the stego object is created. Thus using the key the secret
information is retrieved at the receiver side. In [10] audio files
AES of 256 bits key length is used for the encryption of secret
audio file to ensure the security.

B. Proposed method

Data Audio File
| Encryption Pre-processing
Encrypted
Dhata Bufter

Encoded and
Embedding Process

v

Chutput Fils
Fig. 3. Proposed method block diagram representation

In the proposed method the carrier file is taken as audio
format and the secret message may be a text or audio format
files. Here a key is taken at the transmitter with that a pseudo
sequence is generated and this sequence is performed a logical
operation with the secret message. Then the embedding process
is carried out with the carrier audio file and is transmitted at the
transmitter side. In the receiver side with the audio stego file
the LSB are recovered first and with the known key generated
at the transmitter the decryption process is carried out and the
secret message is recovered from the stego file. The entire
proposed de-steganography process. Data to be hidden is first
encrypted by the PCC algorithm and then the encrypted data is
suspended. An audio file is taken for the pre-processing where
the inactive frames are detected. After which the inactive

frames are stored in the temporary buffer. Now the encrypted
data is encoded with low bit rate source codec by using iLBC
algorithm and embedded to the inactive frames. The output file
is sent to the receiver, which decrypts the code by means of a
secret key. So that the original data can be obtained is illustrated
in the Fig. 3.

6. System architecture

A. Parabolic curve cryptography

Parabolic Curve Cryptography (PCC) is a public key
cryptography. In public key cryptography, each user have a pair
of keys to communicate, which are the public key and the
private key, and a set of operations associated with the keys to
do the cryptographic operations. Generally, particular user only
knows the private key, whereas the public key is distributed to
all users taking part in the communication. Public key
cryptography, unlike private key cryptography does not require
any shared secret between the communicating parties but it is
much slower than the private key cryptography.

B. Algorithm

The data to be encrypted and then hidden using Parabolic
Curve Cryptography involves the following steps.
Step 1) Consider a parabolic curve n, nP= 1P+2P+3P.... P times
value of curve
Step 2) The X sends message mto Y. G is called generator point
and where n is the order of G
Step 3) Let us consider sender X generates random number,
private key is ny< n, where public key is Py =IG+2G+.... n,G
times
Step 4) Then receiver Y generates random number, private key
is ny< n where public key is Py=G+G+.... ny times
Step 5) Consider key generation k=Py+ Py+ ny times and
another key generation k= Py+ Pv+ ny times, both keys has the
same value.
Step 6) Let Pmi= a Pm, a is ASCII value of text, Py, is random
number on parabolic curve.
Step 7) The encryption() using C»=2 cipher text value contains
{KG, Pntk Py}
Step 8) If (Pmi+k Py- ny KG) = Ppy
Step 9) Decryption(), where py=nyG
Step 10) Else, key value not matched. End if.

C. Example

Let the equation of the parabolic curve be y mod p =x2 +ax
+b; Inputs: a, b, p where p is key of the PCC algorithm and
parameters a, b are the two non-negative integers on the curve.
The P, Q lie on the curve and P+Q gives another point that lie
on the line that connects P and Q as described in the Fig.4
below.

Fig. 4. All points (X, y) which satisfies the above equation
plus a point at infinity lies on the parabolic curve. The public
key is a point in the curve and the private key is a random
number. The public key is obtained by multiplying the private
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key with the generator point G in the curve. The generator point
G, the curve parameters 'a' and 'b’, together with few more
constants, the domain parameter of PCC is obtained. During the
implementation of PCC, the plaintext encoding should be
performed before encryption and the decoding process should
be held after decryption. PCC Encryption and Decryption
methods can only encrypt and decrypt a point on the curve and
not messages.

Fig. 4. Parabolic Curve Example y=x?+x+1

7. Implementation

A. Frame implementation

The process of hiding a data through steganography and the
audio file is sent via VVolIP has been implemented. In the audio
file the active frames and inactive frames are differentiated and
spectrogram is viewed, the amount of data hidden can be
analyzed shown in the Fig. 5. Energy of a frame indicates
possible presence of voice data. Energy will be greater in active
frames and lesser in inactive frames.

B. VolP implementation

The basic operation is to load a speech signal and then pass
it to the iLBC Encoder block as shown in the Fig.8, which
convert it to iLBC packets. Next, the packets are sent through a
simulated lossy channel, which causes all random packets to be
zeros. After encoding, the packets are sent to the iLBC Decoder
block as shown in the Fig. 9 to be converted back into a speech
signal. After decoding the audio is played. User Datagram
Protocol (UDP) is part of the Internet Protocol (IP) suite. UDP
provides efficient transmission of data, but does not guarantee
reliability, data order, or data integrity. These characteristics
make UDP suitable for streaming audio and video data, but not
for binary files and similar situations where data loss is
unacceptable. The decoder's transmission rate must be set to
same as the encoder, or else an error will occur.
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Fig. 5. Audio wave before embedding the confidential info

Fig. 6. Audio wave inactive frames for confidential info

Lr®]
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8. Performance analysis

Based on the energy and spectrogram the active and inactive
frames are calculated. An inactive frame is clipped where the
spectrogram viewed in the Fig. 6, after data embedding, the
audio spectrogram of inactive spectrogram is obtained as
illustrated in the Fig. 7. The comparison of the inactive frames
before data embedding and after data embedding shows the
variation in the wave (spectrogram).

9. Conclusion and future work

This paper, suggests a high-capacity steganography
algorithm for embedding data in the inactive frames of low bit
rate audio streams encoded by iLBC source codec's. The
experimental results have shown that our steganography
algorithm can achieve a larger data embedding capacity when
compared to other algorithm. The VAD algorithm, which is
suitable for embedding data in inactive audio frames, is used
rather than active audio frames. Thus data is transmitted and
received using the VolIP protocol. A text file of size 1KB data
is hidden in an audio file of size 78.1KB .From the above audio
file frames of size 70KB are active frames and 6KB is found to
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be inactive frames, where LSB algorithm is used for hiding a
data in the inactive frames, Therefore the number of inactive
frame used is 1KB for hiding a text, storage limit is based on
the threshold value. The security implemented using Parabolic
Curve Cryptography that provides the data to be encrypted and
then hidden. Thus PCC allows for high security solutions that
do not impact performance even on constrained devices. The
encryption process in cryptography is under progress. Future
work is to assure the integrity of hidden messages in the case of
packet loss.
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