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Abstract: In Secure cloud-based framework for healthcare
sector, we have witnessed the healthcare sector and its growing
demand for and adoption of software development in the cloud
environment to cope with and fulfil current and future demands
in healthcare services. In this paper, we propose a flexible, secure,
cost-effective, and privacy-preserved cloud-based framework for
the healthcare environment. We propose a framework for the
EHR (Electronic health record) system thus, the will allow citizens
to adopt well developed healthcare sector which is responsible for
delivering shared services through a highly efficient, reliable, and
safe environment. This framework aims to provide information
about health services and facilities from the government to citizens
(G2C), where they help the needy to adopt different schemes
passed by the government.
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1. Introduction

A common phenomenon in healthcare in most Arab countries
is that the dearth of optimal utilization of human and material
resources available to provide integrated healthcare to prevent
diseases and treat diseases after they occur. Statistics indicate
that India suffer from high rates of health problems, like
diabetes, disease, and parasitic diseases, like schistosomiasis
and malaria. These health problems could also be prevented
before they occur or their complications prevented by early
detection. this may be due toa mixture of things planning,
operational, and technical. If we were ready to overcome
them, this can be ready to cause significant progress within the
amount of health care. additionally, there is a weakness and
lack of accessible hospital information systems, which could be
a few of the foremost advanced software that directly serves all
technical and administrative healthcare activities, ensuring that
the health facility has full control over all its activities.

The successes of these advanced systems don't depend upon
the precise selection of apparatus and software for storage.
Rather, their success depends on their suitability for various
users—from healthcare providers, like doctors, nurses,
technicians, and even administrators—where the vision and
priorities categories differ, and their information needs vary, as
do the benefits of each of these systems. the quality health
system (paper) has been replaced by an electronic health
information system because the quality system has been found
to be ineffective due to sort of issues, including low storage

capacity, high operating and maintenance costs, and system
integration. The computerized health system was then replaced
by cloud computing because it relies on a more efficient
infrastructure, also because the various benefits of cloud
computing in IT, like cost, scalability, flexibility, and other
features. the utilization of cloud computing in electronic health
records reduces costs within the availability of health services,
maintenance costs, networks, licensing fees, and infrastructure
generally, and this may, therefore, encourage developers to
adopt the cloud.

The rapid shift to the cloud and its use in healthcare systems
has raised concerns about crucial problems with privacy and
data security. The adoption of the cloud in IT increases the
most focus and concern of healthcare providers on clinical and
patient-related services and reduces attention to infrastructure
management. The sharing of private and health information
across the web and various servers outside the safe environment
of the healthcare institution has led to sort of problems related
to privacy, security, access, and compliance issues.

The rising and continuous change of the real-world software
applications have provoked researchers to propose several
computing services’ techniques to appreciate more efficient
and effective management of web telemedicine database
systems (WTDS). Significant research progress has been made
within the past few yearsto spice up WTDS performance.
specially, databases as a critical component of these systems
have attracted many researchers. the net plays an important role
in enabling healthcare services like telemedicine to serve
inaccessible areas where there are few medical resources. It
offers easy and global access to patients’ data without having to
interact with them nose to nose and it provides fast channels to
consult specialists in emergency situations. differing types of
patient information like ECG, temperature, and rate must be
accessed by means of varied client devices in heterogeneous
communications environments. WTDS enables high-quality.

2. Literature survey

A literature survey is that the foremost vital step within the
software development process. Before developing the tool it's a
necessity to work out the time factor, economy n company
strength. Once this stuff is satisfied, ten next steps are to work
out which software package and language is employed for
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developing the tool. Once the programmers start building the
tool the programmers need a good deal of external support. This
support is obtained from senior programmers, from a book or
from websites. Before building the system the above
consideration is taken into consideration for developing the
proposed system. within the literature, thereare not
any existing powerful frameworks that clearly address all
viable schemes and interrelationships between cloud computing
and healthcare technology. Improving the framework for
healthcare in cloud computing has been studied by several
researchers.

Further developments and solutions in these challenges will
increase the adoption of cloud healthcare and encourage
healthcare providers to manoeuvre forward with cloud-based
services.

Our contributions are summarized as follows: Provides a
flexible, secure, cost-effective, and privacy preserved cloud-
based framework for presidency healthcare services by
Applying, using, and modifying the foremost recent encryption
and decryption mechanisms suited to cloud-based EHR
systems.

The proposed scheme doesn't use the standard encryption
system, which isn't suited to the cloud environment.
Achieving scalability of computing resources which is able to
be expanded and controlled in line with the required health
services. The EHR isin an exceedingly position to support
massive data exchanges.

3. System analysis

A. Existing system

In this system, the health information is stored on the third-
party server. There's no encryption and decryption of health
information. Hence, there is a break of private health
information may well be uncovered to unauthorized parties and
third-party servers. People might not fully trust once they are
stored on a third-party server. Also, there's an opportunity of
somebody can access personal health information without
authorization. As a widely known incident, a department of
veteran’s affairs database containing sensitive PHI of 26.5
million military veterans. This PHI includes their social
insurance numbers and health problems. This information was
stolen by a worker who took the information home without
authorization.

e Single owner system, within which no policy
management for file access. Adding the categories isn't
possible hence counselling is additionally accessed by all
sorts of users.

e There is not any encryption and decryption so attackers
easily access personal information. The patient's file
stored within the semi-trusted server or cloud can able
to disclose sensitive information to others.

e Thereis not any structured thanks to access the health
information for private professional purpose.

B. Proposed system

Secure Cloud-Based Framework is that the patient-centric
model which will be accustomed exchange the health
information which is outsourced to or provided by the third-
party service provider i.e. parse cloud. Parse handles everything
you'd prefer to store data securely and efficiently within the
cloud. Parse platform provides a whole backend solution for
your mobile application. the foremost goal of parse cloud is to
eliminate the need for writing server-side or maintaining
servers. Secure Cloud-Based Framework allows a patient to
create, maintain, deletes his/ her personal health information on
the cloud and only authorized person can access it. Sometimes
doctors also permit to update the patient's health record. To
assure the patient’s control over access to their own Secure G-
Cloud-Based Framework’s, MA-ABE method to encrypt the
Secure Cloud-Based Framework’s before outsourcing. Multi
Authority- Attribute-Based Encryption (MA-ABE) is utilized
to encrypt each patient’s Secure Cloud-Based Framework file
which ends in assured Patient privacy. User can get the
information of patient supported predefined access policies.
Our integrated approach significantly improves service
requirement satisfaction in web systems. This conclusion
requires more investigation and experiments. This system
generates the minimum number of disjoint fragments which
will be allocated to the web servers within the information
distribution phase. Introduce a high-speed clustering service
technique that groups the web telemedicine database sites into
sets of clusters keep with their communications cost. Secure
Database maintenance for each user.

4. System design

System design can be an answer, the thanks to approach to
creation of a different system. This important phase consists of
several steps. It provides the understanding and procedural
details for implementing the system recommended infeasibility
study. Stress in on translating performance requirement into
design specification design goes through logical physical stages
of development. Logical design reviews this physical, prepare
input and output specification. These steps are as follow:
Problem definition.

Input output specification.

e Data based designed.

Modular program design.
Preparation of ASCII document.
Testing and debug.
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Fig. 1. A secured cloud based framework for healthcare service
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A. Input design

Input design plays a major role in development; it requires
very careful attention of developers. The input design is to feed
data to the appliance as accurately as possible. So, inputs are
imagined to be designed effectively so as that the errors occur
while feeding is minimized with Software Engineering
concepts.

In data systems Input is the information that's processed to
supply the specified output. Input design is the method of
converting the user-created input into a computer-based format.
The goal of the input design is to make the knowledge entry
logical and free from errors. The error is within the input is
controlled by the input design.

Here, input file is where the patients get registered. The user
is additionally equipped an option to select an appropriate input
from various alternatives associated supported the placement,
they search the doctors to urge their suggestions.

B. Output design

Output design the planning of output is the foremost vital
task of any system. During output design, developers identify
the kind of outputs needed and consider the mandatory output.
The output design is formed such a way that whenever a patient
logins and searches for the specialist within their locality/area
it should be available to them.

5. Modules

e Clientside

e Cloud server

e  Service provider

e Set locations

e Mapping doctors with patient
e  Government schemes

A. Client side

The Patient is the main entity in our proposed framework.
The Patient should register. Once after the registration, the
patient should set location. Once location is about, Patient
should report the disease within them, such supported location
user can see the specialist/ doctors within their locality and find
suggestions from them. The patients can even view various
government schemes available and acquire knowledge in them.

B. Cloud server

This is Administrator module within the proposed
framework where, the admin is the one who can view both
doctors and patient module and their status. Administrators
have authority over both doctors and patient he can check
whether the doctors/ patient is in active state or not.

C. Service provider

This can be a doctor module where the doctors get registered
supported their profession and specialization. They get notified
by the patient, and thus patient maps with them and gets
suggestion from the doctors. The doctors talk to the status

whether the clients are yet been pending or completed once they
complete the suggestion they'll move to next patient’s request.

D. Set location

supported location the mapping of doctors with patient
happens. Whenever the patient sets the situation, he/she
themselves can check the specialized doctors available in their
locality.

E. Mapping doctors with the patient

Mapping doctors with patient module says about the thanks
to map a doctor and a patient. Administrator is also a one who
links them both. Within the module, the patient searches the
doctor supported the disease type by setting the location. When
the location is prepared by the patient, the specialized doctors
are listed above into the patient module. Once the patient is
satisfied with the doctor, they send the request to the admin
where he authenticates and connects the doctor and also the
patient.

F. Government schemes

Many of us aren't tuned in to various government schemes,
and their procedures. Whenever the patients want to grasp about
government schemes this module helps to allow information
about various schemes and procedures been served by the
government to citizens (G2C).
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6. Conclusion

In this project, we proposed a secured cloud-based
framework for healthcare service we propose a versatile,
secure, cost-effective, and cloud-based framework for the
healthcare environment. We propose a framework for the
Electronic health record system thus, this can allow citizens to
adopt well-developed healthcare sector which is chargeable for
delivering shared services through a highly efficient, reliable,
and safe environment. This framework aims to supply
information about health services and facilities from the
government to citizens (G2C), where they assist the needy to
adopt different schemes glided by the government.
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