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Abstract: With the high resolution of the advanced image 

handling a computerized picture can be effectively controlled. An 

image is being generally accepted as a proof of occurrence of the 

past events. The low-cost hardware and software tools make easy 

to create and manipulate digital images with no obvious traces. 

The digital image forgeries are increases in different application 

fields and made negative marking to accept the integrity and 

authenticity of the digital images. In this paper, various types of 

forgery image and detection techniques have been explained. 

 
Keywords: Copy-move, Digital image, Forgery detection, Image 

splicing. 

1. Introduction 

Now a days, images have become very useful in broadcasting 

media. There is a belief that the image speaks more truth about 

the incident or the situation captured than the words. 

Professional knowledge was required to manipulate the images 

generated by traditional cameras with sophisticated dark-room 

equipment, which is difficult to do so for average users. The 

process of recording, sharing and storing of large number of 

images is possible by everyone. With the time of digital images 

most of the image processing techniques have been proposed. 

Images are edited using the software tools which are 

subjected to several processing stages and the forgery in an 

image cannot be detected by the human vision. The modified 

images are appearing at an increasing rate leading to the 

decrease of trust in the visual content. With the advanced 

development of forgery tools, technology has been innovated to 

check the originality of the image information. 

Forgery detection technique is one of the verification 

methods, which assumes that the original images has some 

native patterns, which are introduced by the various imaging 

devices. These patterns are always consistent in the original 

images and altered after some forgery operations. The image 

forgery detection has become difficult, because of the advanced 

and sophisticated processing tools. [17] 

2. Literature Review 

Digital image forgery detection techniques are broadly 

classified into two categories namely active and passive 

methods. Methods used in the active authentication includes 

digital signature [1] and digital watermarking [2]. Passive  

 

authentication includes pixel-based technique [3], format-based 

technique, physical environment-based technique and 

geometric based technique. 

A. Active Authentication 

Numbers of tools exists to create or manipulate the digital 

image, so one can’t easily trust on any digital document which 

is provided as legal evidences. So, the authenticity of the image 

is to be checked. Image is said to be modified or manipulated if 

the operation like scaling, rotating, blurring, brightness 

adjusting, change in contrast, etc. or combination of these 

operations are performed on an image. In active authentication 

techniques previous information about the image is 

indispensable to the process of authentication. It is agitated with 

data hiding where some code is embedded into the image at the 

time of generation. Verifying this code authenticates the 

originality of image. Active authentication methods are 

classified into two types: digital signature and digital 

watermarking. 

In [1], digital signature has been proposed for demonstrating 

the authenticity of digital document using a sort of 

mathematical scheme. A robust bit is extracted from the 

original image. An image is divided into 16*16 pixels blocks. 

On each random matrix a low pass filter is applied repeatedly 

to obtained N random smooth pattern. 

In [2], Digital watermarking has been proposed for 

authentication of audio data, still images and visual multimedia. 

A visually undetectable watermarking schema is also available 

which can detect the change in single pixels and it can locate 

where the change occurs. One uses a checksum schema that it 

can add data into last most significant bit. Others add a 

maximum length linear shift register sequence to the pixel data 

and the watermarked image and then identify the watermark by 

computing the spatial cross-correlation function of the 

sequence. 

B. Passive Authentication 

Passive forgery detection technique uses the received image 

only for assessing its originality without any watermark or 

signature of the original image from the sender. It is based on 

the assumption that digital image forgeries may leave no visual 

clues of having been tampered with, they may highly disturb 

the underlying statistics property or image consistency of a 
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natural scene image which introduces new crop resulting in 

various forms of inconsistencies. This unpredictability can be 

used to detect the forgery. This technique is popular as it does 

not need any previous information about the image. Existing 

techniques identify various track down of tampering and detect 

them separately with localization of tampered region. 

Pixel based technique: Pixel based forgery detection 

technique are classified into three categories: Copy-move, 

Image splicing and Image retouching.[3] 

C. Copy-move 

Copy-move is the common photo tampering and most 

popular technique because of the ease with which it can be 

carried out. It involves copying of some area in an image and 

moving the same to some other area in the image. Since the 

copied region belong to the same image therefore the dynamic 

range and colour remains compatible with the rest of the image 

[4]. Along with the copy move operation, image editing related 

operations such as rotation, colour, scaling, blurring, 

compression and noise addition are added to the original image. 

This is done in order to make the forged part unnoticed by the 

human vision. The detection of some parameters like noise, 

colour from the forged is not possible to differentiate. 

In [5], Gopi et al., developed a model to detect image 

tampering that used auto regressive coefficients as feature 

vector and artificial neural network classifier. The digital 

forgery is identifying 77.67% of modified images were used to 

train ANN and 94.83% dataset forged images was used. 

In [6], Popescu and Farid suggested a method using principal 

component analysis (PCA) for the overlapping square blocks. 

Accuracy of 100% for block size of 160x160 and 50% for block 

size of 32x32 was obtained. This method has reduced 

complexity and is highly discriminative for large block sizes 

In [7], presented a method that detects duplication using two 

robust features based on DWT and kernel principal component 

analysis (KPCA). KPCA based projected vectors and multi 

resolution wavelet coefficients ensuring to image-blocks are 

arranged in the form of a matrix. This method removes the off-

set frequency threshold and in other detection methods 

frequency were manually adjusted. 

In [8], Kakar and Sudha developed a new technique-based on 

transform-invariant features which detecting copy-paste 

forgeries but requires some post processing based on the 

MPEG-7 image signature tools. Feature matching that uses the 

inherent constraints in match feature pairs so as to improve the 

detection of cloned regions is use which results in a feature 

matching accuracy of more than 90%. 

D. Image Splicing 

Image splicing is a method of combining two or more images 

to make it a composite (single) image. When images are spliced, 

resulting image shows lines, edges, regions and blur to merge 

in the image so that the human vision is not able to detect the 

forgery. 

In [9] authors have implemented the forgery detection of 

spliced image based on, watermarking where two images are 

combined to create a spliced image and watermark is recovered 

from the image which shows the presence of some noise which 

proves that tampering has been done to the watermarked image. 

In [10] author gives an example that makes use of the sharp 

boundaries in colour images. The technique looks for the 

consistency of colour division in the neighbourhood pixels of 

the boundary. The author suggests that the irregularity at the 

colour edge is significant evidence that the image has been 

tampered. 

E. Image retouching: 

Image retouching is one of the types of image forgery tool 

which is most commonly used for aesthetic and commercial 

applications. Retouching operation is carried out mostly to 

enhanced or reduce the image features. Retouching is also done 

to create a convincing composite of two images which may 

require rotation, stretching or resizing of one of the images. 

In [11], a classifier is designed to measure distortion between 

the doctored and original image. The former may consist of 

many functions as change in brightness and blurring, Again the 

classifier performs well in case a number of operations are 

carried out on the image. 

Two novel algorithms were developed in [12] to detect the 

contract enhancement involved manipulations in digital images 

It focuses on the detection of global contrast enhancement 

applied to JPEG- compressed images. Another algorithm is 

same paper proposes to identify the composite image created by 

enforcing contrast adjustment on either one or both source 

regions. 

Format based technique: Image alteration does not prove 

malicious tampering, as in the cases of colour/contrast 

adjustment for image enhancement, and file format conversion 

for saving storage space. These modifications do not 

fundamentally change the contents of the original image, while 

malicious tampering will alter the meaning of the image, such 

as removing, adding and modifying an object in a scene. 

Malignant manipulations, in a collaboration with subsequent 

operations such JPEG compression, contrast adjustment, 

blurring, etc., would make forgeries hard to detect. Therefore 

image-alteration detection can determine whether the images 

are original and help with further analysis. 

In [13], [14], authors have proposed a method to identify the 

bitmap compression history. In this method, given an image 

which is saved in bitmap format, to check whether it has been 

previously JPEG-compressed, and further to estimate which 

quantization matrix has been used. This method assumes that if 

there is no compression the pixel differences across blocks 

should be similar to those within blocks, while they should be 

different due to block artefacts if the image has been JPEG-

compression. 

Physical based technique: Technique is based on three 

dimensional interactions between physical object, light and the 

camera. Difference in lighting across an image can be utilized 

as proof of altering. This is work on the basis of the lighting 
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environment under which an article or picture is caught. 

Lighting is a key factor for capturing an image. These 

techniques are isolated into three classifications like light 

direction (2-D), light direction (3-D) and light environment. 

These techniques estimating the direction of an illuminating 

light source within one degree of freedom to detect forgery. By 

estimating direction of light source for different objects and 

people in an image, inconsistencies in lighting are uncovered in 

the image and tampering can be detected.[15] 

In [16] Johnson and Farid estimated 3-D direction to a light 

source by means of the light’s reflection in the human eye. 

These reflections called specular highlights are powerful clue 

as to the location and space of the light sources. Inconsistencies 

in location of the light source can be used to detect tampering. 

In [17], author proposed a technique which infers that 

methods based on forgery detection using 2D lighting system 

can be fooled easily and gave a promising technique based on 

shape from shading. This procedure is more general but the 

issue of estimation of 3D shapes of objects remains. 

Geometric based techniques: Geometric based technique 

basically based on principal point i.e. projection of the camera 

centre onto the image plane, that make measurement of the 

object in the world and their position relative to camera. 

In [18], the authors have analysed the physical differences in 

generation between photographic images and CG, e.g., the 

sharp structures in CG images and gamma correction in 

photographic. The method extracts the geometry features based 

on the rigid body moments for source identification. The 

experimental results show the effect of the proposed method 

with a classification accuracy of 83.5%, which exceed the prior 

method. 

3. Conclusion 

In the last decennary many forgery detection techniques have 

been proposed. In this paper, a brief survey of Digital image 

forgery categories and its detection methods have been 

presented. An attempt is made to bring in various potential 

algorithms that denote improvement in image authentication 

techniques. From the knowledge of the image authentication 

techniques it is inferred that passive techniques which need no 

previous information of the image under consideration have a 

significant advantage of no requirement of special equipment’s 

to embed the code into the image at the time of generation, 

when compared to active techniques. 

As discussed earlier, the techniques which have been 

developed till now are capable of detecting the forgery and only 

a few can localize the tampered area. There are number of 

drawbacks with the presently available technologies. First, all 

systems require human clarification and thus cannot be 

automated. Second being the problem of localizing the forgery. 
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