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Abstract: The main security problems, typical for the Internet 

of Things (IoT), as well as the purpose of gaining unauthorized 

access to the IoT, are considered in this paper. Common 

characteristics of the most widespread botnets are provided. A 

method to detect compromised IoT devices included into a botnet 

is proposed. The method is based on a model of logistic regression. 

The article describes a developed model of logistic regression 

which allows to estimate the probability that a device initiating a 

connection is running a bot. A list of network protocols, used to 

gain unauthorized access to a device and to receive instructions 

from common and control (C&C) server, is provided too. 

 
Keywords: Internet of Things, Botnets. 

1. Introduction 

An emerging trend in the field of Information and 

Communication Technologies (ICT) is the increasing 

popularity of the Internet of Things (IoT). The IoT is a dynamic 

global network infrastructure with self-configuring capabilities 

based on standard and interoperable communication protocols 

where physical and virtual “things” have identities, physical 

attributes and are seamlessly integrated into the information 

network. This is the world of interconnected “things”, where 

humans interact with devices and devices in turn interact with 

each other (M2M). 

 Unprecedented in its scale and speed distribution of devices 

enabled by various types of wireless technology such as 

Bluetooth, radio frequency identification (RFID), Wi-Fi and 

telephonic data service resulted in the IoT becoming one of the 

primary trends of high technology. As early as 2010 the number 

of network connected devices has exceeded the world`s human 

population. According to prediction of Cisco researchers almost 

50 billion IoT devices will have been connected to the Internet 

by 2020. However, a low level of information security is still 

remaining one of the major issue related to the IoT. Failures to 

reset unsecure passwords, as well as a lack of protection against 

brute-force attacks are widespread security problems typical for 

a great number of IoT devices. Additionally, a lot of mobile 

applications designed to control and monitor devices via 

network do not support modern security standards such as 

Secure Socket Layer (SSL) to encrypt communications. 

Moreover, plenty of IoT devices do not generally allow to reset 

default credentials or to install software updates that leads to  

 

impossibility of fixing vulnerabilities, e.g. such as a disclosed 

in October 2017 weakness in the encryption protocol WPA2, 

which is widely used in the majority of modern  wireless 

networks. Thereby, the IoT is becoming increasingly popular as 

a powerful tool of cybercriminals. According to Gartner 

analysts 25 % of cyber-attacks will have involved IoT devices 

by 2020. 

IoT devices are compromised by cybercriminals in order to 

install ransomware programs, to steal personal information, as 

well as to include them into a botnet. Botnets are used in a huge 

variety of cybecriminal activities, among which the most 

popular are phishing campaigns, spamming, malware 

delivering, as well as Distributed Denial of Service (DDoS) 

attacks. In the light of recent massive cybercrime, the IoT poses 

a serious security threat to any structure connected to the 

Internet. Powerful DDoS attacks on such companies as Dyn, 

Amazon, Twitter and Reddit were performed by the Mirai 

botnet, which appeared in 2016 and consistsed of 

approximately 500,000 compromised IoT devices. Victims of 

botnets mainly are routers, digital video recorders (DVRs) and 

IP-cameras. At the same time, new inproved versions of 

malware used to create large-scale botnets appear continually. 

Therefore, an effective technique to detect devices controlled 

by bots is essential in order to prevent botnet attacks. 

This article presents the results of a study of botnets 

consisting mainly of IoT devices. A method to detect IoT 

botnets at a propagation stage by performing brute-force attacks 

on targeted devices is provided. 

The second section of this article provides a description of a 

botnet lifecycle and main characteristics of the most powerful 

botnets. The third section describes a technique to detect 

infected Iot devices that became a part of a botnet at the stage 

of compromising other devices in order to increase botnet scale. 

The fourth section of the article presents results obtained with 

the proposed method to detect botnets at the propagation stage. 

A conclusion contains results of implemented work. 

2. Botnets 

One of the primary intentions of cybercriminals while 

compromising IoT devices is to include these devices into a 

botnet. A botnet is a computer network consisting of infected 

devices controlled by malware (also called a bot).  
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Cybercriminals employ special Trojan programs in order to 

bypass intrusion detection systems (IDS) and intrusion 

prevention systems (IPS) of connected devices, gain 

unauthorized access and control under devices and combine 

them into a global network (botnet) that can be managed 

remotely. 

Traditionally, botnets consisted mainly of compromised 

personal computers, but a low level of information security of 

IoT devices and their mass distribution led to the fact that these 

network devices became another attractive target for 

cybercriminals. Recent the most powerful attacks were 

performed by botnets which consisted mainly of unsecure IoT 

devices. The botnet Mirai is considered the largest botnet in the 

history, containing a huge number of compromised IoT devices. 

 The Mirai operating principle consists in the following: it 

performs scanning of IPv4 address space in order to find 

vulnerable devices with open ports TCP/23 and TCP/2323, 

which are used by a network service TELNET, and then it 

performs a brute-force attack on these ports. In order to gain 

access to shell of a device Mirai employs more than 60 various 

combinations of default user credentials, which are disclosed 

publicly. As soon as a smart device becomes a part of this 

botnet, it starts to scan IPv4 address space in order to find other 

vulnerable connected devices and then compromise them. 

Nevertheless, infected devices continue to perform activities 

specified by a manufacturer, hence owners may be not aware of 

their IoT device being a part of the Mirai botnet and carrying 

out malicious actions by a command of an adversary. 

Attacks implemented by the Mirai botnet laid the foundation 

of appearance of great number of botnets consisting of IoT 

devices, for example, the botnet Leet and the botnet Amnesia. 

The majority of botnets gain unauthorized access to IoT devices 

by performing brute-force attacks on TELNET and/or SSH 

services. According to an examination of cybersecurity of the 

Internet of Things, nearly 400,000 IoT devices accept 

connections via these 2 services, moreover, some devices do not 

require authentication. All these IoT devices, providing they 

use default user credentials, can be compromised due to carried 

out brute-force attacks and become a part of a botnet. Nowadays 

a significant increase of a rate of DDoS-attacks powered by IoT 

devices is in evidence. 

Thus, as a result of availability of a great number of weakly 

protected network devices, botnets are still remaining one of the 

major concerns in cyberspace. In order to become an effective 

part of a botnet, a vulnerable network device passes through the 

sequence of stages shown in Fig. 1. 

 

 
Fig. 1.  A bot lifecycle 

At the first stage of the lifecycle, a compromise of a 

vulnerable device, considered as a potential bot, is performed. 

At the second stage, the malware needed to communicate with 

a botmaster is downloaded and installed. The third stage 

consists in the connection to the Command and Control (C&C) 

server to get instructions from the botmaster. The next stage is 

the stage of malicious activity, which supposes performing 

malicious activity on the instruction of the botmaster by the 

infected host. The last stage consists in upgrading and 

maintenance. This stage is essential for the botmaster in order 

to be able to effectively monitor infected hosts as long as 

possible, modifying their behavior by installing malware 

updates. The break of the represented chain at any stage allows 

to avoid the large-scale loss caused by malicious activity 

performed by a botnet. This article proposes a method to detect 

botnets at the propagation stage, which includes the first stage 

of the bot lifecycle - the primary infection. 

3. Methodology 

In order to detect botnets, focused on IoT devices, at the 

propagation stage a logistic regression model is employed in 

this work. Logistic regression is a statistical model used to 

estimate the probability of an event based on values of a set of 

variables - predictors. Logistic regression is based on the 

logistic function f (y), provided below: 

 

F(y)=  1/1 e  y 

In logistic regression y is expressed as a linear function 

of n input variables: 

y   0  1x1  ...   n xn 

then, based on the input values probability will form:  

p(x1 , x2 ,..., xn1 ) Fy

 

In this case, the logistic regression model is used to estimate 

the probability that the device that initiated connection is a part 

of IoT botnet. In order to build the model, data about 100 

botnets oriented to IoT devices and performing brute-force 

attacks to increase their scale was collected. To create the 

logistic regression model the following parameters were 

selected as predictors: 

Destination port. The majority of botnets targeting IoT 

devices perform brute-force attacks on TELNET and/or SSH 

service in order to gain unauthorized access to a network 

device. 

 Open source ports. The host sending malicious 

requests has at least one open port (this port is used to 

get instructions from C&C server). 

 Number of requests. A number of requests is a number 

of attempts to find correct user credentials. For botnets 

this parameter usually has a value of 100-160. 
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 Even number of requests. Generally, the number of 

requests is even (one request contains a username and 

another one – a password). 

 Mean interval between requests. Mean interval 

between requests is not very large (less than a second) 

with a small deviation. 

 Requests on other ports. Usually in order to gain 

unauthorized access to a device an infected host sends 

malicious packets to one open port. 

 Mean size of packets. A packet size is not large 

enough, because it contains a default username or a 

password. 

 Delta for packet size.  The deviation from a mean 

packet size is not large (nearly 10 bytes). 

 Mean entropy of packets. Mean entropy value lies 

between 2.2 and 3.8. 

 Alphanumeric. Because of the fact that packets 

contain default user credentials, its content is usually 

alphanumeric. 

 The list of variables of the received logistic regression 

model, their type and weight are presented in Table 1. 

 
Table 1 

Parameters for logistic regression model 

Parameter Type Weight 

Dst_port boolean (22, 2222, 23 or 2323) 0.1259 

Open_src_ports boolean 0.0095 

Cnt_req integer -0.0004 

Even_cnt_req boolean 0.2892 

Interval_req number -0.0638 

Other_ports_req boolean -0.5113 

4. Conclusion 

By 2020, the number of connected devices is expected to 

grow exponentially to 50 billion, however, the level of 

information security of these devices remains low enough. That 

is why IoT botnets are becoming an increasingly popular 

instrument for performing massive DDoS attacks employed by 

cybercriminals. 

To effectively protect against IoT botnets, a technique to 

detect them is essential. In this article a technique to detect IoT 

botnets at the propagation stage, i.e. when infected devices that 

are a part of a botnet compromise other devices to increase the 

size of the botnet, is proposed. The provided model is 

applicable for detection of botnets, which are propagated 

through brute-force attacks using the TELNET and/or SSH 

protocols. 
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