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 Abstract: Data storage is the most important cloud service. The 

privacy of the data holders, and textual data are sometimes stored 

in cloud in an encrypted form. Still the encrypted textual data 

faces new challenges for cloud data deduplication, and this 

becomes important problem for big data storage and processing in 

cloud. The data stored in the cloud should be secured to don’t 

access the unauthorized user. There comes a data security method 

known as Encryption form. In order to maintain the users, Privacy 

and the security of the data is stored in the cloud in the encrypted 

format. These problems cannot be flexibly support data access 

control and revocation. In this paper, we implement a scheme to 

deduplicate encrypted textual data stored in cloud based on 

ownership challenge and re-encryption. It integrates cloud data 

deduplication with access control. The implement and its 

performance based on extensive analysis and computer 

replication. The results can be predicted that the superior 

efficiency and effectiveness of the scheme for potential practical 

deployment to data deduplication in cloud storage. 
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1. Introduction 

Data storage service is the most valuable in cloud service. 

The personal data is stored in the cloud service provider (CSP) 

and that is maintained by the cloud service provider. In existing 

research to maintain data privacy only outsource encrypted 

textual data are proposed to the cloud. Especially for shared 

data, the duplicated data in an encrypted form are stored by the 

same or different users which lead to wastage of storage. 

Moreover, the lost of control over the own personal data, leads 

to high data security risks, especially data privacy loss. The 

same or different users may stored duplicated data in encrypted 

form to CSP, specially for scenarios where data are shared 

among many users.  

To deduplicate textual encrypted data stored in the cloud [5] 

and support secure data access control at the same time and 

efficient a scheme based on Advance encryption standard(AES) 

is proposed. AES is one type of private -key encryption in 

which the hidden key of a user and the encrypted key depends 

upon the statement. The decryption of the encrypted data is 

possible only if the set or group of statement of the private key 

matches with the statement of the encrypted data. Cloud storage 

services commonly use deduplication, which eliminates 

duplicate data by storing only a one copy of each file. [1] [12]  

 

Deduplication reduces the space and bandwidth requirements 

of data storage services, and is most effective when applied over 

the multiple users, a common practice by cloud storage. In 

source-based de-duplication, the client first hashes each data 

segment he wishes to upload and sends these results to the 

storage provider to check whether such textual data are already 

uploaded. Thus only “not de-duplicated” data segments will be 

actually stored by the client.[4]  

2. Problem statement 

We are going to build an application to deduplicate textual 

encrypted data stored in cloud based on ownership challenge 

and data encryption. We evaluate its performance based 

extensive analysis and computer simulation. 

3. Literature survey 

Clouds are large pools of easily usable and reachable 

resources. In cloud all resources connected virtually to create 

single system image. These resources can be dynamically 

reconfigured to adjust to a flexible load (scale), allowing 

optimum resource utilization.[14] Cloud storage refers to 

scalable and elastic storage capabilities that are delivered as a 

service using Internet technologies with elastic provisioning 

and use based pricing that does not penalize users for changing 

their storage consumption without notice. Two cloud 

approaches is suggested for data security and privacy of the 

users in cloud. [7] 

In the paper named "Sedic: privacy-aware data intensive 

computing on hybrid clouds"[14], presents solution based on 

Merkle Trees and Specific encoding we identify attacks that 

exploit client side deduplication attempts to identify 

reduplication. The implemented prototype of the new protocol 

and ran it to evaluate performance and asses the POW scheme 

benefits. Sedic schedules Map’s such that tasks on private 

clouds operate on sensitive data while tasks on public clouds 

operate on non-sensitive data.[14] In spite of these things it is 

impossible to verify experimentally the assumption about the 

input distribution. 

In the year 2013 the paper named "Weak leakage –resilient 

client side Deduplication of encrypted data in cloud storage"[8] 

[13], propose a secure client – side deduplication scheme. It 
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addressed an important security concern in cross-user client –

side deduplication but the convergent encryption and custom 

encryption methods are not semantically secure. 

4. Proposed system 

The proposed system will be given a feature based on data 

ownership challenge to manage textual encrypted data files 

with deduplication. To propose an effective approach to check 

file data ownership and check duplicate file contents with 

secure challenge and big data support. We integrate cloud data 

deduplication with data access control in a simple way. The 

proposed system consists of following models: 

 User: First of all, user have to create a Login ID and 

password for the privacy of the individual data. If the 

user is not registered then user is not allowed to access 

to the uploaded data. 

 Upload: After login of registered user, the user 

uploads the data to the cloud on which the operations 

are to be performed. 

 Deduplication check: During the file is being 

uploading the file is verified that the duplication is not 

present. Here the files are categorize into file formats, 

like the file is txt file or in docs format.  The files are 

being uploaded are compared. Then it sees whether the 

contents in the file are not present in the file on the 

earlier file are present on the cloud. If match found is 

greater than 75% of saved files in cloud, the server 

denies to upload. If it is same content as saved in 

cloud, the server will show the duplicate data in the 

percentage by comparing with all files in the whole 

cloud. If the duplication is found then server asks that 

user is wants to upload or not. If the user wants to 

upload file then the file is granted to upload. 

 Key generation: The key generation performed on the 

basis of contents present in file. After getting all the 

credentials the file is sent for key generation. In this 

part the file is encrypted for the secure access of file. 

 Server: The encrypted file is then stored on the cloud. 

The file can be accessed from the cloud. 

 File sharing and access: If any user want to access the 

file uploaded by the other user then the file key is 

shared with the particular user. Then and only then the 

user can access the particular file. 

 Admin: Admin keeps track of the all activities of the 

all users. 

 
Fig. 1.  System architecture 

 
Fig. 2.  Flowchart 

A. Advantages 

1. To manage the textual encrypted data efficiently. 

2. Security can be achieved. 

3. Easy to find duplicate data in textual files. 

4. Easy to keep the Access Control in Users. 

B. Disadvantages 

1. This mechanism cannot work Offline. 

2. It requires a High Speed Internet Connection. 

3. It finds the duplication in only Textual Files.  

5. Conclusion 

We have developed the scheme that provides the 

deduplication of textual data in the cloud environment. And the 

all the files are stored after deduplication check-up are in form 

of encrypted format. We have also studied and practiced that 

Management of duplicate textual data in the Cloud and 

Encryption Standard Mechanism and Algorithms. The system 

can efficiently manage the encrypted data with deduplication. 

This is though important and significant in practice for 

achieving a successful cloud storage service. The data which is 

in encrypted form can be securely accessed because only 

authorized data holders can obtain the symmetric keys used for 

data decryption. 

6. Future work 

We will be develop the deduplication mechanism for all 

extensions formats of textual data.  We will build this Cloud 

Deduplication Service for Android Devices. We will work on 

increasing the Response Time. 
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