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Abstract: Mobile adhoc networks have gained tremendous 

importance due to their wide applications and necessity. Due to 

their to vast applications security in mobile adhoc networks have 

become an issue of great concern. There are various types of 

attacks to ruin a network out of which major are blackhole and 

wormhole attacks. Main causes of these attacks are unavailability 

of resources and alterations in the network topologies. Various 

algorithms and mechanisms have been proposed for detection and 

prevention of these attacks in the mobile adhoc network.  
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Wormhole Attack; 

1. Introduction 

Attackers are capable of disrupting the networks 

communication due to its open nature. A blackhole attack is the 

one in which a malicious node falsely claims that it has the 

shortest distance to the destination and thereby attracts the 

packets in network. In case of lack of security nodes of the 

network trust the malicious node and this ultimately results in 

loss of packets. A wormhole attack is the one in which the 

maliciousness is contained by a group of co–operating nodes 

connected via high speed channels preventing packet 

forwarding. A wormhole tunnel is formed which has a high 

transmitting rate and bandwidth due to which the nodes assume 

them to be the actual neighbors. Wormhole attacks are of three 

types namely open attacks, half open attacks and closed attacks. 

An open attack is one where all nodes of network know the node 

belonging to end of wormhole tunnel. In half open case only the 

network is aware of the malicious node taking the packet into 

the tunnel not the other nodes. In the closed type source and 

destination assume that they are away from each other by only 

one hop. Packet contents are modified so that actual nodes 

among wormhole nodes do not know the original hop. 3PAT 

algorithm is used to detect black holes, additional features of 

which also allow detection of wormhole attacks. The proposed 

algorithm works on an existing mechanism 3PAT [13] that 

detect the presence of black holes in the network. It has been 

extended to wormhole attacks by introducing some additional 

features. The algorithm also makes use of the fact that the  

 

wormhole nodes are not actually neighbors but act as if they 

are. There is no point in deploying malicious node as a cluster 

in the network. The attacker will have his slaves widespread in 

the network which is how he can actually attack the full 

network. So, the assumption that the wormhole attack nodes are 

distant but act as neighbors is strong in most of the cases. 

2. Related work 

A certificate based security mechanism that can detect 

wormholes in a network is being described by various authors. 

The certificate chaining is done by requesting the security 

parameters like neighbourhood, hop count, delivery rate and the 

certificate is issued only on satisfactory reports. In [3], the 

writer gave a detailed summary of the wormhole attack types, 

detection features and so on. She studied the various types of 

attacks with their requirements. The scholars [4] in their work 

compared the existing mechanisms for wormhole detection. 

The authors in [5] surveyed the Delphi approach proposed by 

Chiu that works on the basis of the fact that transmission of a 

packet within the tunnel does not involve more time than when 

the packets are sent in any other route by rescheduling. The 

author corresponding to [6] introduced a Trust based 

mechanism where the trust is brought by involving the nearest 

cluster head.  

3. Proposed work 

First apply the 3PAT [14] with every communication with 

the network. If there is any malicious behavior in the route, the 

3PAT does well to find the Blackhole node. The Blackhole 

node may be the starting point of the wormhole tunnel. It may 

be the node that shall take your packet into the irrecoverable 

tunnel of the wormholes. At this node alone, we apply the 

transmission radius based algorithm to detect whether there is a 

chance for the detected Blackhole node to be a wormhole. The 

transmission radius based algorithm is slightly modified to 

make it fit into our problem. Whenever a black hole node is 

found by the 3PAT, the forwarding table of the node is checked. 

The checking is performed to find whether a group of nodes 
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were alone responsible for receiving the packets that were sent 

by the suspect node. If the cardinality of the group is very less, 

there are increased chances of finding the wormhole tunnel in 

association with our suspect. Those nodes which frequently 

receive packets from the suspect are subjected to the 

transmission radius based algorithm. The wormhole tunnel 

shall be detected by the transmission radius based algorithm, if 

any. 

 
Fig. 1.  A sample wormhole tunnel in a network. 

 

The network in Fig. 1 shows eight nodes A, B, C, D, E, F, N, 

and O forming a WSN. There is a high bandwidth channel 

between A and B but it is not known to other nodes that it is a 

wormhole tunnel. A and B are not neighbors to each other but 

this channel gives the deception to the other nodes that they are 

neighbors to each other in the selected route is itself unlikely 

due to the precautionary measures taken in the algorithm. 

During the process of sending back every node in the path gets 

a unique until which the node is supposed to wait for the packet. 

The value is calculated based on the hop number and When a 

node does not receive a packet within the time factor limit, it 

generates the error message making us check for malicious 

behavior. All nodes after that reporting node start reporting the 

error in definitive time intervals. The part of the route that is 

behind the node that generated the first error is to be checked. 

The chance of a false misbehavior report is also nullified by 

looking at the routing table before taking any action. Thus, the 

3PAT algorithm efficiently finds out black hole nodes, if 

present in the network. 

 

Algorithm 3PAT: 

     1. Source sends RREQ to neighboring nodes.  

     2. Loop for each neighboring node (DEST not reached)  

     3. Increment the hop count  

     4. Transmit the RREQ with min. hop count.  

     5. End Loop.  

     6. If (DEST reached)  

     7. Select the RREQ with min. hop after authentication. 

     8. Make other RREQs Null or Invalid.  

     9. Calculate the time factor for D B. SYSTEM DESIGN. 

    10. Send the RREP along the route by calculating time 

         factors for each node.   

    11. Else.  

    12.  Repeat the process from Step-1 

    13. End If.  

    14. Send any data via the selected route.  

    15. If (any node doesn’t receive packet in time) 

    16. Generate error report from the node.  

    17. Authenticate the report.  

    18. Return the node  

    19. Else  

    20. Return NULL 

    21. End if  

 

The proposed solution is compared with a) using 3PAT only 

for wormhole detection and b) using transmission radius based 

algorithm for wormhole detection.  

A. Using 3PAT only: 3PAT algorithm finds the presence of 

a Blackhole node with the time depending upon the position of 

the node in the path. Nearer the Blackhole node with respect to 

the source, lesser will be the time for the generation of the error 

report. Thus, for one complete loop of and messages it would 

require a time equivalent to the round trip time (RTT). 

 

 
Fig. 2.  Graph of no. of tunnels vs. Time taken for detection 

 

The graph shown in Fig. 2 [15] describes the comparison of 

the proposed solution with the other approaches with varying 

number of wormhole tunnels. It is very clear that the detection 

of tunnel always takes lesser time for 3PATw than for 3PAT or 

TRB. Another point to note is that as the number of worm hole 

tunnels increase, the time taken also increases. This is due to 

the time taken for such transmissions to occur which will 

describe these nodes. If a single transmission can uncover all 

malicious nodes in the network, then only one transmission is 

needed to detect the tunnel. 

 

 
Fig. 3.  Graph showing packet drop rate of all methods 
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The graph in Fig. 3, [15] shows the differentiation of the three 

methods with respect to the rate at which each method suffers 

from packet loss before detecting the maliciousness. It is clear 

that both 3PAT and TRB have had ups and downs in various 

test cases depending upon factors like position of wormhole 

tunnel in the network, the number of nodes in the tunnel, the 

configuration of the network, the link transmission speed of 

individual links, etc. But their counterpart namely the 3PATw 

is less sensitive to these factors and also suffers a comparatively 

lesser packet drop rate. 

4. Conclusion 

In our previous work, we proposed the 3PAT algorithm that 

was efficient towards single Blackhole node detection. But, it 

needed to be iterated over a number of times for a collaborative 

attack. Now, the proposed algorithm 3PATw overcomes the 

demerit of the existing method with respect to wormholes by 

taking features from TRB. We observed that the proposed 

scheme performs well than the traditional schemes in terms of 

packet delivery ratio and detection rate.  
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