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Abstract: Phishing is the attempt to reveal the sensitive 

information such as user name, password, credit card details and 

social security numbers.  It is usually come from a well-known 

organization through the email.  Phishing scams have quickly 

developed posing large threat to global internet security.  

Diagnosing the phishing attacks with high quality has always been 

an issue of great request.  Today, phishing attack is common and 

serious threats of internet.  The primary motive behind the 

phishing attack is financial gain, identity hiding and notoriety. The 

ways to avoid phishing attack is never entertain unsolicited emails, 

calls or SMS. Do not fill any kind of form that comes along with 

an email. Avoid accessing websites via links in email messages, 

especially those asking for personal information. It is always safe 

to type the URL manually into the web browser. Get an antivirus 

program that blocks phishing emails and websites. Keep your 

system’s operating system updated and patched.  

 
Keywords: Phishing, Detection, Attacks, Social engineering, 

scams. 

1. Introduction 

Phishing is a type of social engineering attack.  It is used to 

steal user data, Login ID, Credit card number, and social 

security number usually phishing made through email [8]. The 

primary motives behind phishing attacks from an attacker’s 

perspective are:  Financial gain, Identity hiding, Fame and 

Notoriety.  Once the phishing attack is founded, a number of 

actions could be applied again the campaign. The following 

categories of approaches are detection approaches Offensive 

defence approaches, Correction approaches, Prevention 

approaches. Normal phishing was rather simplistic in execution 

and relied on the user’s lack of knowledge.  For example, social 

engineering moved by phone calls and emails where in 

malicious actors would pose as government agents or corporate 

customer service representatives.  There are two key reasons 

why normal attacks have become less powerful, advances in 

detection and the increase in awareness among the average 

users. To detect phishing damages these defenders mainly try 

to increase the consciousness of the company and build strong 

security mechanisms which can detect and prevent phishing 

attacks before they cause too much damage. In a phishing 

attack, typically a victim receives an email message that 

appears to be sent by known contact or organization.  This 

message contains some web links which are targeting some  

 

malicious websites to trick them into divulging personal and 

financial information. According to the five reasons for people 

to face for phishing. They do not aware of the URLs and their  

usage. They do not know which displayed URLs can be trusted. 

Due to the redirection or hidden URLs they do not access the 

target URL. They can accidently click some URLs, or they have 

no much link for consulting the URL. All countries are attacked 

by the phishes; however especially developing countries are the 

main target of the attackers.  Phishing activity trends report of 

anti-phishing working group (APWG) in the last quarter 2016 

emphasized that the world’s most infected country was china. 

Email phishing is a numbers game. An attacker sending out 

thousands of illegal messages can net significant information 

and sums of money, even if only a small percentage of 

recipients fall for the scam. There are some capability attackers 

use to expand their success. For one, they will go to great 

lengths in designing phishing messages to mimic actual emails 

from spoofed organizations. To utilize  the same convey, 

typefaces, logos and signatures makes the messages appear  

permissible In addition attackers will usually try to push uses 

into action by creating a sense of necessity.[1] An email could 

threaten account expiration and place the recipients on a timer 

applying such pressure causes the user to be less assiduous and 

more prone to error.  

 

 
Fig. 1.  Phishing attack 

2. Literature survey 

 Phishing attacks have been increasing recently. Attackers 

use clever social engineering techniques to convince their crime 

into clicking a malware or deceptive login based webpages. 
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Most solutions for this problem focus more on helping desktop 

computer users than mobile device users. Mobile device users 

are more vulnerable than their desktop counterparts because 

they are online most of the time and low computational power. 

Phishing based social engineering attacks exploit human 

vulnerabilities as disagree to software vulnerabilities. As a 

result, these attack pose a threat to unsuspecting end users. The 

combination of legitimate and illegitimate emails and websites 

scenarios were presented to 153 participants through an online 

survey. The results showed on overall level that the participants 

classified 43% of the legitimate emails correctly and 67% of the 

illegitimate emails correctly. Furthermore, the participants 

classified 73% of the legitimate websites correctly and 56% of 

illegitimate websites correctly. The remaining proportion 

which constituted the misclassified and uncertain responses 

however revealed a significant lack of awareness on the 

attacking of the respondents, indicating a need to improve user 

awareness in relation to phishing attacks. While phishing stared 

out with attacking America Online users, it is a common facet 

in today’s society. Typical phishing attempts target customers 

of banks, online payment services and auctions sites. Phishing 

attacks are typically executed through the internet which 

facilitates mass distribution of email in a short time frame. 

Phishing activities have continued to thrive in spite of the 

technological measures put in place by organizations, complain 

by the target industry sectors and the advent of anti-phishing 

organizations. 

3. Existing system 

 You can scam in your emails or pop ups. You can have 

phone calls which can be a scam such a life insurance. Phishing 

can clear people bank accounts if you entrust above your bank 

component which you might think it’s your bank but actually 

it’s a hoax.  Phisher’s can use the data to open new bank or 

credit card accounts and withdraw money or purchase 

merchandise or services. They can use data to open new bank 

or credit card accounts in a sufferer’s name. They can install 

computer viruses and worms on a sufferer’s computer [8]. 

4. Proposed system 

Phishing filter runs in the background while you browse the 

web and uses many methodologies to help protect you from 

phishing.  First it compares the addresses of websites you visit 

against a list of sites reported to Microsoft as permissible.  This 

list is stored on your computer [5]. Second, it helps analyze the 

sites you visit to see if they have the features common to a 

phishing website.  Third, with your contest phishing file send 

few website addresses to Microsoft to be further check against 

a regularly increased list of reported phishing website [6]. 

5. Methodology 

  Identify theft is one of the most profitable crime this is 

commonly achieved using phishing. We propose here to detect 

phishing attacks produce a robust server side methodology to 

detect the phishing attack.  The methodology name is phishing 

net using this technique to detect the phishing attacks.  Using 

this method, keeping the information secure, preventing 

phishing attacks can be very easy, it filters the phishing website 

from the normal website [3]. 

 

 
Fig. 2.  The life cycle of phishing campaigns from the perspective of anti -

phishing techniques 

 

 
Fig. 3.  Phishing net 

6. Future enhancements 

   The means by which hackers access user information 

have fastly evolved beyond traditional phishing emails. 

Phishing has always had the aim of provoke users to take an 

action or share a piece of sensitive information by visible as a 

non-threat, but awareness has since grown. Unprompted 

password reset emails, which once effectively, no longer drive 

the same volume of user action and are often detected by spam 

filters.   The days of basic phishing schemes have more or less 

passed. Attacks now depend on advanced forms of infiltration 

that stronger impersonate malicious. 

7. Conclusion 

With these anti-phishing tools and tips, you are well 

equipped to spot phishing attempts and avoid them.  Therefore, 

you’re much safer ad your account information will remain 

private.  If you feel enough like a pro, go and spread the word!  

We have presented an approach to detect phishing emails using 

link based features.  The contribution of the work mainly 

consists of the usage of features visible links, invisible links and 

unmatched URL’s. The proposed algorithm used in conjunction 

with the proposed prototype of web browser will help the user 

to get holified of possible phishing attacks and will prevent 

them from opening the suspicious websites.  After defined the 

features that we want to look for in our algorithm, we developed 
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a set of methods to extract all above mentioned three possible 

features from each email.  The values of all features are 

numerical but in a different range.  If we find the value for 

“invisible links” and “unmatching links” to be non-zero then we 

consider the given email as a possible phishing attack. 
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