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Abstract: User activity logs can be a valuable source of
information in cloud forensic investigations; hence, ensuring the
reliability and integrity of such logs is crucial. Most existing
solutions for secure logging are designed for conventional systems
rather than the complexity of a cloud environment. In this project,
we propose the Cloud Computing Assuring Log System for Cloud
Forensics process as an alternative scheme for the securing of logs
in a cloud environment. In Cloud, logs are encrypted using the
individual user's public key so that only the user is able to decrypt
the content. In order to prevent unauthorized modification of the
log, we generate proof of past log (PPL) using user fingerprint and
Attribute Based algorithm. Such an approach reduces verification
time significantly.
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1. Introduction

Cloud storage, security and privacy are fairly established
research areas, which is not surprising considering the
widespread adoption of cloud services and the potential for
criminal exploitation (e.g. compromising cloud accounts and
servers for the stealing of sensitive data). Interestingly though,
cloud forensics is a relatively less understood topic.[1] In the
event that a cloud service, cloud server, or client device has
been compromised or involved in malicious cyber activity (e.g.
used to host illegal contents such as radicalization materials, or
conduct distributed denial of service (DDoS) attacks) ,
investigators need to be able to conduct forensic analysis in
order to “answer the six key questions of an incident — what,
why, how, who, when, and where”.[2] Due to the inherent
nature of cloud technologies, conventional digital forensic
procedures and tools need to be updated to retain the same
usefulness and applicability in a cloud environment The basis
of both schemes relies on the fact that, keeping a small and
secret piece of information with each log entry which cannot be
generated without a secret key, and this secret key changes with
each new log. With this secret information, a log entry can be
verified later on for its integrity. [3] However, such schemes
require the presence of an online trusted server to maintain the
secret key and to verify its integrity.

2. Literature review

Dweepayan Mishra et. al. proposed in his paper that few
works are being carried out for automated irrigation system.
Some research works mentioning that various algorithms and
different microprocessor used for their results. Several
scientists have worked with water system framework or
programmed water sprinkling. They selected individual
measurements for determining the amount of water and soil
condition. Various wellsprings of energy for the sensors they
are examined. Plus, the novelty for making system among the
sensors and outline of control framework was moreover deeply
analyzed by researchers. [4]

The aim of this system is to modernize farming innovation
by using programming segments and construct the necessary
parts for the framework. The framework is ceaseless based and
focuses the right condition of paddy field. There is one central
center used which to control another center. The key limit of RF
module is to pass the message to the center point and work the
system.

3. Existing system

e The existing system provides a on demand network
access for the users to configure over a shared pool of
resources which means is an open log access with an
easy accessibility of data criterian.

e A malicious investigator may alter the log before
presenting to court to save a dishonest user or to frame
a honest user [5].

e Though the data have quite common interface
environment it was sentenced for maximal data
leakage with the user’s service provision.

e The cloud logs system rapidly released with minimum
percentage of management effort of provider service.

4. Issues in existing system

The data is stored away from the owner which increases the
vulnerability of the information. The existing systems does not
have the regular audits that can cause leakage of data or lacking
in information theft. Since it has varied dimensions of computer
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resource such as cross borders and etc. requires extra secured
system for analyzing and managing the information at regular
intervals.

Service providers face a situation to set up or enable data
centers for large number of users to store their data efficiently.
[5] Every service has their own implementation of all the
technical layers which differentiates their standard with
another. [6]

5. Proposed system

The proposed framework consists of logging scheme,

provides a protected log file handling, to design to ensure
accountability and preserve the user’s privacy. Specifically, it
includes the capability for the user to verify the accuracy of
their log.
To do this, the log will be encrypted using the user’s public key
(other than the agency’s public key). provides extra secured
system for analyzing and managing the information at regular
intervals. The proposed system prevents data leakage in high
percentage. [7]

6. Methodology

e To have a safe logs in cloud registrations, the logs are
encrypted using the individual user’s public key so
that only the user is able to decrypt the content.

e Also to generate proof of past log content using
Fingerprint and Attribute Based algorithm.

e Cloud server is connected to where the information is
sent and received according to the proposed user
request.

e The retrieved has the parts originating from different
servers to protect the data securely and for the purpose
of preserving the data efficiently. [8]

7. Modules description

e Investigator: In this module, investigator will register
it and then they will get password. According to the
password they will navigate to the next page.
Investigator will give the request to the cloud service
provider. Currently investigator will monitor their
request status. If the investigator want to view the log
file details that also possible. Finally, investigator find
the file details.

e CSP: In this module, cloud service provider may want
to view user request that will happened from the cloud.
Continuously, cloud service provider view user details
and investigator request. If some user need to change
their file. cloud service provider will give the
permission to that user. Finally, cloud service provider
views the chart. In that chart will display how many
users will download the file.

e  Cloud: Inthis module, cloud can hold the uploaded file
which are uploaded by admin and cloud can handle

shared file and deleted file status. At the end, cloud
admin will view all file details which are available in
cloud.

e User: In this module, user first register it. According
to the registration they will get password. Through that
password they will view cloud server plan details and
request plan details. Finally, user may want to
download the file that also possible.

8. System design

A. Input Design

The input design is the link between the information system
and the user. It comprises the developing specification and
procedures for data preparation and those steps are necessary to
put transaction data in to a usable form for processing can be
achieved by inspecting the computer to read data from a written
or printed document or it can occur by having people keying the
data directly into the system. The design of input focuses on
controlling the amount of input required, controlling the errors,
avoiding delay, avoiding extra steps and keeping the process
simple. The input is designed in such a way so that it provides
security and ease of use with retaining the privacy. [9]

B. Output Design

A quality output is one, which meets the requirements of
the end user and presents the information clearly. In any
system results of processing are communicated to the users and
to other system through outputs. In output design it is
determined how the information is to be displaced for
immediate need and also the hard copy output. It is the most
important and direct source information to the user. Efficient
and intelligent output design improves the system’s relationship
to help user decision-making. [10]

e  Trigger an action.
e  Confirm an action.
e Database Design
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9. Work flow — chart

.NET based Cloud Log system includes a blocks of login
servers, in order to process and authenticate the user for safe

login with its details.
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Fig. 1. Flowchart of process used

Investigator Request RegTable

10. System implementation

Implementation is the stage in the project where the
theoretical design is turned into a working system. The most
critical stage is achieving a successful system and in giving
confidence on the new system for the users, what it will work
efficient and effectively. It involves careful planning, investing
of the current system, and its constraints on implementation,
design of methods to achieve the changeover methods. [11] The
implementation process begins with preparing a plan for the
implementation of the system. According to this plan, the
activities are to be carried out in these plans; discussion has
been made regarding the equipment, resources and how to test
activities.

The coding step translates a detail design representation into
a programming language realization. Programming languages
are vehicles for communication between human and computers
programming language characteristics and coding style can

profoundly affect software quality and maintainability. [12]

11. Result

Fig. 3. User login

Fig. 4. Encrypted format of Log details

Fig. 5. Investigator view in decryption format
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12. Conclusion

We proposed a secure logging scheme for cloud computing
with features that facilitate the preservation of user privacy and
that mitigate the damaging effects of collusion among other
parties. Cloud preserves the privacy of cloud users by
encrypting cloud logs with a public key of the respective user
while also facilitating log retrieval in the event of an
investigation. Moreover, it ensures accountability of the cloud
server by allowing the user to identify any log modification.
This has the additional effect of preventing a user from
repudiating entries in his own log once the log has had its Past
log details established. Our implementation on Open Stack
demonstrates the feasibility and practicality of the proposed
scheme.

13. Future enhancement

Thus, designing secure and efficient searchable encryption
would extend this work. There is also the need for an online
credibility system designed to develop trust and credibility of a
cloud user so that the CSP can enable stricter auditing policies
for low-trust users in comparison to high-trust users. Designing

and implementing a prototype of the proposed scheme in
collaboration with a real world CSP, with the aim of evaluating
its utility (e.g. performance and scalability) in a real-world
environment. proposed scheme in collaboration with a real
world CSP, with the aim of evaluating its utility (e.g.
performance and scalability) in a real-world environment.
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