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Abstract: Video surveillance is used to detect the activities going
in the surrounding. But how can we know without interfering
physically with the system is there Intrusion or not, this can lead
to a severe attack on our surrounding and thief takes advantage of
this insecure system and robs the place. To avoid this condition,
we are implementing a system which is dependent on Intrusion
Detection System and Image processing. In this system the image
obtained in real time is compared with the database and
accordingly the admin is being warned. This Paper consist of
Intrusion Detection System (IDS) which detects the thief and
unauthorized person in the room with surveillance system or the
cameras which may be the bank server room which will track
down the unauthorized user in the room and send the alert
message to the authorized user/ admin. For Home the Intrusion
Detection System (IDS), will be activated by the user when needed
say at night or when nobody is not at home. When, there will be
suspicious activity by the unauthorized person in the surveillance
camera the SMS will be sent to the admin/ authorized user.
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1. Introduction

Intrusion is greatest threat to the society. Intrusion takes
place out of nowhere. So, the question arises how we can avoid
it. In India according to the police reports 7,717 robberies took
place which is 7.4(Intrusion Detection System) consisted Real-
Time Monitoring Security System integrated with Raspberry Pi
and e-mail communication link of the raspberry-pi [1].

A. Viola-Jones Algorithm

The Viola-Jones is very unproblematic techniques for
detecting the objects as well as face in real time. This
methodology distinguished the face part with no face part from
given image. Face features were extracted by integral image
and due to these features identification rate of face part will
have increased. This process will classify the images based on
simple feature values [2].

B. YOLO algorithm

YOLO network and applied to face detection. In this paper,
YOLO target detection system is applied to face detection.
Experimental results show that the face detection method based
on YOLO has stronger robustness and faster detection speed.
Still in a complex environment can guarantee the high detection
accuracy.

Biometrics Accuracy Cost Social Devices
Accep tability Required
Facial Medium- | Medium High Camera
recognition Low
Fingerprint High Medium Medium Scanner
Hand Medum- Low High Scanner
geomelry Low
Retina High High Low Camera
Signature Low Medium High Touch
Panel
DNA High High Low Testing

Fig. 1. Comparison of different bio-metrics

This paper consists of V1 section, section | presents about the
introduction of face detection, comparison of different
biometrics and the techniques used in this process. Section Il
presents about the literature analysis. Section Il presents
existing system which was proposed for security surveillance.
Section IV consist of the system that we have proposed to avoid
the robbery in the residential area. Section V is about
conclusion and the last section VI consist of the future work
where, with reference to this system new modules can be
formed. This face detection is very useful in many applications
like criminal investigation, home security, army, hospitals,
mobiles etc. [3]

2. Literature analysis

Literature analysis consist of the previous papers that have
references to this paper, we have collected various paper
regarding our paper and we can find the mention paper below
in the table helpful. We have looked after several papers and we
have fine them helpful. You can undergo the following listed
table and help yourself [2].

SNo | Author Name Year | Methodology Remark

1 Wang Yangl, Zheng Jiachun 2018 | Real Time face | This paper comsist of real time face detection

Detection using YOLO. | using YOLO algerithm and comparison with

other existing face detection algorithms.

Real tme moaitoring | This paper comsists of the Email id integrated

system integrated with | with Raspberry-Pi The system consists of the

raspberry pi and email | door lock system and the antempt to ualock it
Eink

Jayendra Kumar scurabh kumar. 019

3 Mandar Shriram Musagekar 2018 | Smart Surveillance | In this paper, the purposs was to ascertam the
system  for  theft | most suitable algorithm for analyzing video in
detection using image | real-time and probing large video databases
processiny swaftly.

Fig. 2. Comparison of different Literature papers available.
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3. Existing system

The Existing system is for Smart Door lock technique with
Raspberry Pi using 10T and is done by integrating webcam and
motion sensor with e-mail. Raspberry Pi operates and controls
motion sensor and webcam for sensing and surveillance. For
instance, whenever any motion is detected, the webcam
streaming starts and Raspberry Pi device alerts the owner
through an e-mail on his registered mail-id. Whenever it is a
wrong or random PIN entered, webcam captures the intruder’s
image and sends it over e-mail for real-time action to be taken
by the owner to prevent theft [1].

Fig. 3. Existing system architecture.

A. Drawbacks

System can always be upgraded to better version of itself.
The existing system had following drawbacks,

e Insecure: - Existing system consisted of system in
which if the wrong or random PIN entered, webcam
captures the intruder’s image and sends it over e-mail
for real-time action to be taken by the owner to prevent
theft. But, before entering the pin malfunction to the
system can be done.

e  Absence of tracking: -After the wrong pin image of the
person is being captured and sent to the admin but, the
unauthorized person is not being tracked.

e Easily modifiable: -The machine consists of entering
the password and web- cam gets on after PIR sensor
detects the password but, in between entering
password and motion detection the system can be
modified.

4. Proposed system

Is Face present in dambase? |
Camera 1f not then track the Unsuthorized User Raspberry- i

Fig. 4. Existing system architecture

The System that we have proposed consist of the surveillance
camera that will track user, once they come into the user is in
range of the camera with the help of the YOLO algorithm the
system will verify the user according to the database. If the face
matches with the SQL database, then system is Idle else the

message for confirmation is sent to the admin then accordingly
the admin can trace the user and trigger alarm or confirm if there
is new entry [4].

A. Working of the proposed system

Fig. 5. Block diagram for the proposed system.

The block of the Existing system consists of the following
main parts:

* Focusing.

* YOLO.

* Notify.

* Tracking.

Let’s go part by part,

B. Focusing

In Focusing, we simple focus on an image. An image looks
more sharp or more detailed if we are able to perceive all the
objects and their shapes correctly in it. For example, an image
with a face, looks clear when we are able to identify eyes, ears,
nose, lips, forehead etc. very clearly. This shape of an object is
due to its edges. So, in focusing, we simple reduce the edge
content and makes the transition from one colour to the other
very smooth [5], [6].

C. YOLO

YOLO is You Only Look Once algorithm which is used to
implement in image processing for faster image detection [3].
D. Notify
In Notify, we are sending a notification message to the admin
to verify is the unauthorized person to be authorized in the area
or he/she has to be reported with different kind of actions.
E. Tracking

In tracking, the person rather than the register user is going to
be get track up to any strict action is taken against him/her [7],

[8].

5. Conclusion

This report consists of the Intrusion Detection in which the
unauthorized user is been detected successfully, with the help
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of You Only Look Once (YOLO) algorithm we have
successfully implemented the system and the detection for face
is been increased at a speed with the help of YOLO.

6. Future work

In Government organization, there is high end security
needed in classified ward/ room, this system can give a high
security to this kind of org. as it is not possible to have
mischievous in someone’s face or he can be recognized
physically [9].

Residential areas have higher rate of robbery, this can be
decrease by installing a system which detects unknown user and
notify suspicious activities to the admin/ owner of the house
[10].

Military organization consist of high level of security in Arm
room and headquarters with the help of this system we can
provide that kind of high security.
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